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Cyber risk- a risk on the rise

Dr. Maya Bundt, Head Cyber & Digital Solutions @ Swiss Re

AIDA, Warsaw
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Data breaches are reaching a new level...

1°000°000°000

Equifax faces FT'C investigation into data
breach

Credit reporting agency’s shares fall further on news of agency probe
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...but cyber risk is not only a matter of data breaches

Hackers Used New Weapons to Disrupt Major Websites Across U.S.

French Channel TV5 Monde Hacked by ISIS
00

" ., By NICOLE PERLROTH  OCT. 21. 2016
8y Amjad Hemidach - 4pril 8 2015. 11:53 am )

CYBERCALIPHATE
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British Airways system outage 'caused
by IT worker accidentally switching off
power supply’

Several airlines have been hit by computer glitches over the last year, but analysts said that the
duration and scale of BA's outage was unusual

German Steel Mill Meltdown: Rising Stakes
in the Internet of Things

@ Swiss Re
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WannaCry ransomware cyber-attacks
slow but fears remain
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MyFriendCayla banned. Are all
listening Bluetooth devices set for

the bin?

‘Smart’ home devices used as weapons in
website attack

(22 October 2016 | Technology f v © [ <shae
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—
https://www.pentestpartners.com/security-blog

How safe is your fithess tracker?
Hackers could steal your data and sell
the information to health companies

http://www.dailymail.co.uk/sciencetech/article-404915
-safe-fitness-tracker-Hackers-steal-data-sell-informati
alth-companies.html

http://www.bbc.com/news/technology-41099867

Digitization
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Holistic countermeasures to reduce (the impact of) cyber risks

Roles and Responsibilities

Policies and Procedures

Employee Awareness and Trainings
Ongoing Assessments

= Sensitive Information Safeguards

= Information Classification Recover
= Data Protection (of PIl, PCl and PHI)

= Incident Response Planning & BCM

= Backup and Restore

Secure configurations \ Respond
Security monitoring and alerting
Anti-malware

Patch-management
Access Controls
Physical Safeguards /
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Legal notice

©2017 Swiss Re. All rights reserved. You are not permitted to create any modifications
or derivative works of this presentation or to use it for commercial or other public purposes
without the prior written permission of Swiss Re.

The information and opinions contained in the presentation are provided as at the date of

the presentation and are subject to change without notice. Although the information used

was taken from reliable sources, Swiss Re does not accept any responsibility for the accuracy
or comprehensiveness of the details given. All liability for the accuracy and completeness
thereof or for any damage or loss resulting from the use of the information contained in this
presentation is expressly excluded. Under no circumstances shall Swiss Re or its Group
companies be liable for any financial or consequential loss relating to this presentation.
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